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Abstract— The world has realized traditional cybersecurity
models are flawed because users and systems behind the
perimeter are implicitly trusted. The response has been to treat
access requests and behaviors post-access as untrusted. Thus,
the aim of such zero trust architecture is to establish a
borderless access-control framework. Accordingly, existing
research is centered around network perimeters and
communications layers. That is, data access channels or
endpoints and not data itself. Consequently, we conducted a
systematic review of relevant literature and developed a model
illustrating a potential application of zero trust tenets and
principles to data objects instead of data access pathways
based on the findings. Concurrently, given the rising
popularity of employing artificial intelligence to zero trust
frameworks, our zero trust data concept targets artificial
intelligence training and real-world evaluation data segments.
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I. INTRODUCTION

The modern enterprise is bereft of certainty in terms of
operational security. Friends are foes and adversaries appear
as friends. Further, the differentiation between use and
misuse is touted as quantitative but remains qualitative at
best. As a result, a shift in the cybersecurity paradigm has
begun which seeks to position trust itself as a vulnerability.
More specifically, the traditional cyber- security model of
implicitly trusting users and systems once they are within the
enterprise perimeter is eschewed in favor of not trusting at all

[5].

This movement - zero trust architecture- was born from
the observation [22] that traditional cybersecurity continually
fails because of fundamental misappropriation of trust.
Remarkably, 72% of organizations planned to implement
zero trust capabilities in 2020 [6]. A year later, the number
rose to 76% [18]. The remarkability of these percentages
becomes clear when evaluated in the context of zero trust
architecture becoming a defined cybersecurity concept barely
a decade carlier [22]. We take this as evidence that zero trust
architecture has momentum as a cybersecurity paradigm as
well as a meaningful rate of adoption to substantiate the

hype.

However, a general problem is zero trust architecture
applies to data access points (i.e., endpoints) but data objects
are not discussed throughout the literature [6]. There is a
prima facie difference between access to data and data being
accessed. As much as the difference is recognized in the zero
trust architecture literature [5, 6, 37], we see no effort to
work at the level of data. Instead, the operational focus
continues to be on the network perimeter [12, 19, 34, 39] and
adjacent access endpoints such as Internet of Things or
Cloud [30, 8].
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Coupled with this general problem, the same research
suggests, “[lJooking out further, generative adversarial
networks will continuously verify the efficacy of zero trust
protection by generating synthetic attacks and threats” [6, p.
113]. Additional literature [8, 19, 11, 12, 38] has likewise
pointed towards artificial intelligence as having a critical role
in the future of zero trust architecture. The same literature
has yet to consider the role of data objects as a necessary
input to the very artificial intelligence systems purported to
play such a role in trust-based cybersecurity constructs. Such
a gap in the research is indicative of a specific problem.
Thus, the purpose of this work is to demonstrate a model for
zero trust at the level of data objects within artificial
intelligence training and evaluation operational segments.

II. RELATED WORK

The essence and substance of zero trust data rests upon
four existing knowledge domains. Foremost, we
operationalize frust in two contexts: as trust relates to
knowledge as a general case and as trust relates to
technology as a specific case. Then, we introduce the concept
of approximate epistemology. Zero trust architecture relies
upon conditional reasoning and subjective logic.
Approximate epistemology is a necessary bridge then
between trust and the technological instantiation of zero
trust. The third knowledge domain encapsulates zero trust
architecture. We found two relevant categories in the zero
trust literature: one category contains the fundamental
elements of zero trust and the other details the growing role
of Al in zero trust. Lastly, a consequence of involving Al in
zero trust necessitates discussing adversarial Al.

A. Trust
Knowledge relies on trust. In fact, we can articulate four
discrete  components of  epistemic  trust:  belief,

communication, reliance, and confidence [25]. From there,
we can subgroup the components into epistemic variables
(belief and communication) and trust variables (reliance and
confidence) [25]. For the purposes of this work, we are most
interested in trust variables but recognize epistemic variables
cannot be fully decoupled from our concepts. To that end,
trust in this context, exemplifies the social aspect of
knowledge insofar as we do not directly experience trust but
hold trust as valid because of the collective position of
validity.

In this way, trust is a non-Boolean proxy for human
behavior [36]. Furthermore, technological mediation is the
embodiment of that proxy. Meaning, humans trust humans
but pass trust judgement vis-vis the technologies created and
used by people. Furthermore, perceived trust to be integral to
society [35]. That is, trust as a knowledge construct, exists in
many disciplines and permeates our cognitive existence [27].
Additionally, there is an argument to be made that, by using
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technology, we implicitly place trust in such technology [23].
Nonetheless, trust we do. Certainly, part of such trust is due
to the mediation technology provides. As well, trust in
technology and trust from technology are integral functions.
At the same time, we must be cautious in establishing
concepts leading to technological trust, especially when trust
is first positioned as a vulnerability. Such caution is
warranted insofar as research [16, 17] has suggested that
technological trust first-and-foremost stems from our relation
to the technology.

B. Approximate Trust

Furthermore, research [20, 21, 2] suggests approximate
trust is an extension of technological trust because modern
technology operates within environments harboring high
degrees of uncertainty. In the face of such un- certainty, trust
is an emergent judgement of action based on assumed truth
[29, 9]. If we treat data with zero trust, then data have zero
truth. Therefore, it follows data must be treated as always
false. If we accept such a conclusion as following from the
premises, when combined with the notion of trust existing as
a continuous or non-Boolean value, we can pose meaningful
questions relative to the overarching topic. For instance, an
operational question is how do we derive an approximate
truthful (i.e., trusted) conclusion from known false premises?

Research in adjacent areas [33, 2, 26] demonstrates
implementations of approximate or fuzzy logic. Notably, the
implementations represented in the literature are con- fined
to authentication and networking-based evaluations of trust.
This extends naturally into zero trust architecture wherein
traditional binomial conditional reasoning is employed. For
instance, just as a common perimeter technology such as a
firewall relies on binomial conditional reasoning [5, 20], so
too does zero trust architecture. The difference being the
former assumes trust whereas the latter assumes untrust.

Moreover, insofar as these architectures attempt to
diagnose trust, probabilistic reasoning is not included as a
rational foundation. This compounds potential issues since
especially where human operators are involved since, “there
is the possibility in the inability to take into account the
analyst’s levels of confidence in the probability arguments
and the inability to handle the situation when the analyst fails
to produce probabilities for some of the input arguments”
[21, p. 462].

C. Zero Trust Architecture

Abstractly, NIST [31], codifies zero trust architecture
implementation as (a) enhanced governance; (b) micro-
segmentation; (c) and software-defined network perimeters.
Succinctly, the emphasis of zero trust architecture is on
borderless access-controls [1]. As an architecture, the goal of
is, “fine-grained identify-based access control” [1, p. 9] to
prevent lateral movement across the enterprise. Functionally,
zero trust architecture functions in alignment with this goal
by forcing the explicit verification, authentication,
authorization, and continuous monitoring of access to data
[6, 31, 1, 5]. Notably, existing re- search does not
demonstrate a means of applying zero trust architecture fo
data.

Nonetheless, the literature does maintain a consistent
articulation of the technological components essential for any
zero trust architecture. Overarchingly, zero trust
implementation requires a centralized controller which

verifies access requests [40, 5]. Subordinately, the same re-
search details how a policy enforcement point acts as a proxy
service for these requests and communicates internally with a
zero trust engine component. In turn, the engine cross-
references access policies in its allocated pol- icy storage and
communicates a frust, no trust semantic back upstream to the
policy enforcement point [40, 5]. In this way, the default
assumption of untrusted is equivalent to a default deny all in
a firewall.

In addition to the implementation goal and overall
architecture, there is consensus across the literature
concerning the tenets and principles zero trust architecture
embodies. For instance, common tenets [1] are (a)
segmentation of access; (b) authentication for all access; (c)
end-to-end encryption; (d) least privilege always; and (e)
continuous monitoring of all endpoints. Stated differently but
with the same intent [5], it can be said that zero trust (a) must
apply to all data and services; (b) all access must be secured;
(c) trust is never a default state; (d) it must be characteristics,
behaviors, and environmental attributes which earn trust and
not identity credentials; (e) and access is always temporary.

Despite the rising popularity and rate of adoption, zero
trust architecture is not foolproof. Adversaries can by- pass
zero trust architecture controls [1] if they are able to
sufficiently alter the underlying policy or present them-
selves as conforming to the policy as a form of trojan horse
appearance. The potential issues are compounded by the
necessity to construct zero trust models as self- regulating
and immutable. To this end, the literature is pointing towards
incorporation of Al into the PEP and engine layers.

Indeed, an Al agent is an appropriate technology to
handle the complexity of mediating untrusted access [38].
The addition of Al is not without its own perils though.
Chiefly, Al is tightly coupled to data and the standard AIOPs
workflow includes two segments vulnerable to manipulation
[7, 14]. The level of irony associated with employing Al to
zero trust while not securing trust within the Al itself cannot
be overstated.

D. Adversarial A

The relation of adversarial Al to zero trust architecture
may seem tenuous at first. However, an outstanding
challenge in adversarial Al is to mitigate threats originating
from areas of uncertainty [3, 4]. Meanwhile, zero trust
architecture research [6, 8, 19, 11, 12, 38] is calling for
deeper incorporation of Al. Critically, data are not capable of
proving trust as might be the case for a user accessing a
network segment. Thus, we understand some portion of the
uncertainty to be related to data used during AI model
training and, separately but coupled to the same idea, data
ingested by the Al during operative evaluation.

In brief, adversarial training encompasses a set of,
“intentionally worst-case perturbations to examples from the
dataset” [10, p. 1]. A variety of examples exist in the
research, most notably methods to perturb or poison Al with
the intent of corrupting classification modalities [10, 24].
While such perturbative techniques can be effective, the
research community is actively developing countermeasures
[3]. Unfortunately, the countermeasures appear effective
only within spaces governed by certainty.

Based on this, we argue for reconceptualizing adversarial
training attacks within the framework of zero trust. In other



words, training data are not poisoned as much as such data
are untrusted. In doing so, the evolving re- search in the
adversarial Al space remains adjacent while also allowing
for zero trust data to co-evolve as a distinct area of
investigation.

III. METHOD

The goal of this research was to demonstrate a model for
zero trust data. To affect this goal, we followed a systematic
literature review methodology [15, 28]. Specifically, we (1)
searched for literature; (2) selected results from the search
based on inclusion criteria; (3) extracted relevant features;
(4) and synthesized those features into findings.

Further, to guide and organize the work, we developed
three research questions:

Q1: What zero trust architecture tenets or principles are
applicable to zero trust data?

Q2: What tenets or principles do not exist in zero trust
architecture that are necessary for zero trust data?

Q3: How do the responses to questions 1-3 converge into
a zero trust data model?

A. Literature Search and Selection

We operationalized a series of literature searches as
input to the systematic review methodology. The searches
were conducted against prominent research databases such
as ACM, IEEE, EBSCOHost, Springer, dblp, Microsoft
Re- search, and Arxiv. We also leveraged Google Scholar
to search these and other academic indices. Specific
search strings included, but were not limited to, zero trust,
zero trust architecture, trust and technology, zero trust
and (tenets or principles), adversarial training
approximate trust and technology.

Overall, the search uncovered more than 874,000
articles. As with all literature searches, a smaller subset
was created through a manual review of title and
abstract. Then, the operational corpus was selected
based on a reading of specific article sections such as
introduction and results or findings.

B. Literature Inclusion Criteria

As with all literature searches, not all results are relevant
or of sufficient quality to be valuable to the systematic
review. Therefore, a definitive protocol to guide include (or
exclude for that matter) returned literature becomes
operational vital. In view of this, we included zero trust
architecture and adversarial Al relevant research from the
past ten years. The fields are significantly new and thus date
criteria did not negatively impact the literature searches. On
the other hand, trust and approximate truth relevant research
spans a wide timeline. Therefore, it did not make sense to
apply date criteria.

Furthermore, we did not actively include or exclude
based on stated research methodology. In all cases we
included previous reviews as well because of the leverage
provided by such literature. Against the background of
existing literature review, we focused on theoretical re-
search given the exploratory nature of this work. While we
had a primary interest in research demonstrating zero trust
architecture models or prototypes of models, we included

any relevant research attempting to situate such theory in
application (e.g., Internet of Things, Cloud, and so forth).

Likewise, the discriminatory criteria applied to the ad-
jacent literature categories foremost operationalized the
theoretical utility of the topic. For instance, there is
theoretical utility in developing a basis for trust insofar as
trust is utilized in zero trust without a need to consider the
applicable situation of the former.

IV. FINDINGS

The following sections present our findings based on the
outcomes of our systematic review. The findings are grouped
and presented according to our guiding research questions
for organizational purposes, not to imply state or
prioritization in any way.

A. Question I - Tenets and Principles

Tenets and principles form the core of any exploratory
effort with a goal of developing a model. To that end, we
found nine articles [38, 32, 31, 22, 8, 6, 5, 1, 13] which
explicitly asserted a set of tenets or principles for zero trust
architecture. The set of tenets or principles ranged from three
to seven assertions with three being common. Overall, we
found the following applicable to our work:

1) trust is not a default state

Whereas the literature applies trust to users or systems
accessing services and endpoints, the same applies to data
objects.

2) access must be segmented

The literature conceptualizes access in terms of network
communications. We refactor this principle to apply in terms
of programmatic access between internal software
components.

3) activity must be continuously monitored

Unlike with the previous two principles, activity is a
general concept with unaltered applicability to our research
goal. We do contextualize activity within the specific bounds
of Al model training and evaluation (Fig. 1, Appendix A).

The remaining tenets and principles in the literature were
related to authentication, least privilege, or to non-data
objects. Consequently, those are not viable within the context
of our research purpose. However, this is not to say there are
no other elements potentially relevant.

B. Question 2 - Missing Elements

Indeed, given the identified problem stated in the intro-
duction, we understood from the beginning of the study there
might be missing elements from the set of tenets and
principles. Accordingly, a concurrent phase of the systematic
review was to infer absent features or characteristics in
relation to the specific context for the potential zero trust data
model.

1) data as an object

Without any doubt, the first missing element from
existing zero trust architecture principles are data. Instead of
relegating data to a motivation for implementing
conventional zero trust architecture, this work positions data
as the focal point of the architecture. Moreover, it may be
important to distinguish between individual data elements




(e.g., a specific feature) and complete datasets (e.g., a data
model).

2) internal components

The existing literature does not specifically outline
architectural concepts or implementations relative to internal
software components. This is rational when discussing zero
trust at the network layer. However, particularly in the
context of Al, internal components are critical elements to
incorporate as such are simultaneously the end- point and the
access mechanism in relation to data.

C. Question 3 - Converged Model

Perhaps we can demonstrate the converged model of
tenets and principles with missing elements by leveraging the
logic of approximate trust. In this manner, we use a
contrapositive quantifier: assume values are false and
compute the following:

Vx(=Q- —P)

Fortunately, the adversarial Al literature demonstrates the
traditional paradigm of: If an object is red, is an octagon, and
has the text “STOP”, then the object is a stop sign.

We can take the contraposition of the traditional
paradigm as: If the object is not a stop sign, then it is not
red, not an octagon, and does not have the text STOP.

On one hand, this is a classification problem: trust versus
untrusted or true versus false. On the other hand, this is a
regression problem: spectrum or degree of truth (i.e.,
certainty). Thus, our assertion is the concept of how the zero
trust data model operates can be described as a function with
two inputs as U or the untrusted set of data and T as the
trusted set of data. The delta between the intersection of the
lower approximation of these sets is deltaed against the
intersection of the lower approximation of the same:

fUT) »(Un TYA(UNT)

The intended outcome is output approximately more
trusted or approximately less poisoned. A simple example
embodying this expression is the case of a poisoned stop sign
artifact. If the zero trust data system assumes all road signs
are untrusted (i.e., poisoned), it can use the approximation of
(1) an object appearing as a sign and (2) approximating a
stop sign given a stop signs unique features contained in the
trusted data, the system ought to approximate stop sign from
the intersection road sign features and observed features.

Doing so elevates categorization beyond trust and to
truth. Put simply, the zero trust data model asserts it is true
enough an object appears like a stop sign to be a stop sign.
This is in contrast to trusting an object is or is not a stop sign.

With the stop sign example in mind, we contend a zero
trust data solution must include two components, one for
each segment of the overall AIOPs pipeline (Fig. 2,
Appendix A). On the training segment, we see the potential
for employing a Bayesian Network with an embedded
subjective logic gate. The Bayesian Network would quantify
approximate truth through two mechanisms (see Appendix
B, Fig. 3). On the evaluation segment, the zero trust data

model takes a queue from existing research [4] in leveraging
a GAN [4].

V. CONCLUSION

Zero trust is a state, not a discrete technology, pol- icy
zone, or protocol layer. Despite the brief time since its
inceptions [22], zero trust has evolved a stable set of core
tenets and principles governing its architecture. While
specific assertions vary across the literature [38, 32, 31, 22,
8, 6,5, 1, 13], there is consistency in implementations across
a variety of technological plat- forms [12, 30, 36]. However,
research [1] suggests zero trust architecture may be
imparting a false sense of security because the dominant
architecture focuses on end- points.

The purpose of this work was to rebalance the traditional
paradigm wherein systems and data within a de- fined
boundary are implicitly trusted. The rebalancing is achieved
by inverting trusted to untrusted at the level of data rather
than at the level of access to such data. In this sense, there is
applicability of zero trust data in protecting against
adversarial Al manipulations at the data layer.

While conducting the systematic review, we realized zero
trust data may be useful outside the scope of cybersecurity.
For instance, in general, machine learning depends heavily
on unbiased, normalized data. It may be possible to apply a
zero trust data solution to guard against such data-based
issues. The result would be machine learning models with
higher accuracy and lower false positives during evaluation
periods. Furthermore, additional future work should include
development of an applied prototype leveraging the zero
trust data function demonstrated in our findings. In doing so,
the inevitable convergence between the related work may be
realized. Finally, an important factor not considered thus far
is the human-computer interaction consequences of
implementing zero trust both in the traditional context as
well as the zero trust data framework.
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Appendix A

The Model retrieves and ingests
data from the training data store.

Training  [€ Al Model

Data

The Model evaluates objects in
the world according to its trainining

The World
Fig. 1. The Standard AIOPs Pipelines
The Model retrieves and ingests
data from the training data store.
—
f——
Al Model

Training
Data

ZERO TRUST DATA
The Model evaluates objects in
1. Assume data are poisoned the world according to its trainining
(untrusted).

2. Simulate set of approximately

trusted data objects

3. Ingest into model

4. Inject into data

Fig. 2. The Standard AIOPs Pipelines with ZTD
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Appendix B
AlOps Model
SimulateTrust() is a Bayesian Network
with input from the Training Data
ZeroTrustData
RetrieveData()
< PeturbateData()
Tediig FeusbalcData0 is a GAN with input from The World
Data < SimulateTrust()
RefreshUnTrust()

RefreshUnTrust() cycles portions of data
out of the training dataset with simulated trusted data

Fig. 3. The Methods for Zero Trust Data
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